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sensor networks and offers readers signal processing and 
communication perspectives on the design of large-scale 
networks. 

Because of the character of wireless communications, resource 
constraint on sensor nodes, size and density of the networks, 
and high danger of physical attacks to unattended sensors, it is 
a very important to provide security in WSNs. The main 
security requirement is to provide confidentiality, integrity, 
authenticity, and availability of all messages in the presence of 
resourceful adversaries. To provide secure communications 
for the WSNs, all messages have to be authenticated [4]. 
Modification of information is possible because of the nature 
of the wireless channels and uncontrolled node environments. 
In unsecure observations in WSN the opponent can modify 
information and also render the information unavailable. For 
that in WSN the importance is to provide security 
requirements. 

2. RELATED WORK 

Wireless Sensor Networks are composed of small, low cost, 
resource-constrained computing nodes equipped with low 
power wireless transceivers. Kerberos authentication scheme 
[4] is used for the authentication of base station in sensor 
network. It provides a centralized authentication server whose 
work is to authenticate user by providing to grant request to 
the base station. 

2.1 Local communication  

Neighboring nodes send localized messages to discover and 
coordinate with each other. A node may broadcast messages 
intended to be received by all neighboring nodes or unicast 
messages intended for a only single neighbor intended for only 
single neighbor. 

In wireless sensor network a base station can’t be trusted to 
identify its users correctly to network services. In particular 
the following three threads exist. 
 The user access to a particular base station and pretend to 

be another user operating from the base station. 
 The user exchange and use a reply attack to gain entrance 

to a base station or to interrupt operation. 
 The user may alter the network address of a base station 

so that the request sent from the altered base station to 
come from the impersonated workstation. 
 

Unauthorized user may gain access to the base station and 
collect the data that he or she is not authorized to access.   Or 
otherwise conFig. uring provide in elaborates authentication 
protocol at each sensor node. Kerberos provide a centralized 
authentication server whose function is to authenticate users to 
servers and servers to users. 

2.2 Tread to Networks 

In an unprotected network environment, any client can apply 
to any server for service. It causes security risk is that of 

impersonation. An opponent can pretend to be another client 
and obtain unauthorized privileges on server machine. For this 
type of threat, servers must be able to confirm the identities of 
clients who request services. 

Verification of the user in the wireless sensor network we 
have added the authentication scheme layer above the wireless 
sensor network which authorized the user to access the 
wireless sensor network without verification the user can’t 
access the wireless sensor network. The authentication scheme 
is based on the Kerberos server authentication scheme. 
Kerberos is an authentication service, to give secure 
communication in Wireless Sensor Networks. 

2.3 Traffic in Wireless Sensor Network 

Traffic in sensor networks can be classified into one of three 
categories: 

1). Many-to-one  
Multiple sensor nodes send sensor readings to a base station or 
aggregation point in the network. 
2). One-to-many  
A single node (typically a base station) multicasts or floods a 
query or control information to several sensor nodes. 

3.1 Kerberos Server Architecture 

There are two main components of Kerberos servers 

• Authentication Server 
• Ticket Granting Server 
1). Authentication Server  
Authentication server knows the password of all the users and 
stores these in a centralized database. The authentication 
server shares a unique secret key with each server. These keys 
have been distributed to the user in some secure manners. 

2). Ticket Granting Server  
Ticket granting server issues tickets to users who have been 
authenticated to authentication server. Then the user first 
requests a ticket from the authentication server. This ticket is 
saved by the user. Each time the user authenticate itself the 
ticket granting server then grants a ticket for the particular 
server/Base Station.  

 

Fig. 3: A view of Kerberos 
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 If all checks pass, B considers A as authenticated. Mutual 
authentication requires that entity B proves its identity too 
by sending Application Reply (AP_REP) message, 
consists of the timestamp encrypted in the session key 
kAB, back to A. After A received and decrypted the 
AP_REP message, A verifies that the timestamp is the 
same one it sent in the AP_REQ message. This ensures A 
that kAB successfully transmitted to B. 

Most of protocols uses third parity, like Kerberos, are three-
way communication since two entities wishing to set up a 
secret key do not only transmit messages to each other but also 
to the trusted authority. Thus, the communication energy cost 
of Kerberos-like protocols is much higher than the energy 
required for calculating cryptographic primitives [20]. 

2. Elliptic Curve Menezes-Qu-Vanstone (ECMQV) 

Elliptic Curve Menezes-Qu-Vanstone (ECMQV) is a key 
agreement performed using elliptical curves rather than 
traditional integers. The protocol was introduced by Laurie 
Law, Alfred Menenzes and others in “An Efficient Protocol 
for Authenticated Key Agreement”. ECMQV is authenticated, 
so it does not suffer Man in the Middle (MitM) attacks. 

ECMQV protocol is based on Diffie–Hellman key agreement 
and modified to work in an arbitrary finite group and, in 
particular, elliptic curve groups. It is an example of key 
exchange protocols with implicit authentication [14]. 

In the ECMQV protocol each entity has both a static (i.e. long-
term) public/private key pair and an ephemeral (i.e. short-
term) key pair. A shared secret is derived using the static keys 
and the ephemeral keys, which guarantees that each protocol 
run between two entities A and B produces a different shared 
secret. Formally, an elliptic curve over a prime field GF(p) can 
be defined by a Weierstraß Eq. (1), where α, β Є GF(p) and 
4α3 + 27β2 ≠ 0 mod p [21]. 

y2=x3+αx+β 

In what follows, let E be an elliptic curve group of order n, 
and G shall be a point on the curve. Assume that the order n is 
prime, which means that E is cyclic and G is a generator of E. 
Also, assume the domain parameters p, α, β, n, and G are 
publicly known to every entity of the network. Let A and B be 
two entities wishing to establish a shared key. First, entity A 
chooses a random secret number a with 2  a  n − 2, 
calculates S = a • G. Entity B also chooses a random secret 
number b in the range of [2, n − 2], calculates T = b • G. 

Entity A has the static key pair (a, S) which consists of a 
secret part (a) and a public part (S). Entity B has the static key 
pair (b, T) consisting of the secret key b and the public key T 
= b Æ G. The entities first exchange the public part of their 
static keys. After that, entity A and B perform the following 
steps to agree on a shared secret: First, entity A generates the 
ephemeral key pair (c, U), whereby U= c Æ G, and entity B 
generates the ephemeral key pair (d, V) with V =d Æ G. They 

exchange the public parts of these ephemeral keys. After that, 
entity A knows its own secret keys a, c, and the public keys S, 
T, U, and V. Also, B knows b, d, S, T, U, and V. The shared 
secret K is determined by entity A as in Algorithm 1. B also 
compute the same value of K by swapping (a, c, T, U, V) in 
Algorithm 1with (b, d, S, V, U) [22]. 

Algorithm 1: ECMQV key derivation for entity A 

Input: Elliptic curve domain parameters p, a, b, n, G, the secret 
keys a, c, and the public keys S, T, U, V 

Output: A secret point K E shared with the entity with public 
static key T 

1: m dlog2e (n)/2 {m is the half bit length of n} 

2: uA ‹(ux mod 2m) + 2m {ux is the x-coordinate of U} 

3: sA‹ (c + uA a) mod n {implicit signature} 

4: vA ‹ (vx mod 2m) + 2m {vx is the x-coordinate of V} 

5: zA ‹ sAvB mod n 

6: K ‹sA _ V + zA _ T 

In order to derive the shared secret K, entity A and entity B 
have to accomplish an operation of the form k Æ P + l Æ Q 
(step 6 in Algorithm 1). This operation, which is called 
multiple point multiplication, has an impact on the overall 
computational cost of the ECMQV key exchange. This 
operation can be performed much faster when the doublings 
are combined as shown in Algorithm 2. 

Algorithm 2: Multiple point multiplication 

Input: The points P, Q E, scalar k = (km_1,. . . k1, k0)2 and 
scalar 

l = (lm_1. . . l1, l0)2 

Output: R=k_P+l_Q 

1: Z ‹P+Q 

2: R O 

3: for i from m _ 1 down to 0 do 

4: R ‹R+R {point doubling} 

5: if (ki = 1) and (li = 0) then R ‹ R + P end if 

6: if (ki = 0) and (li = 1) then R ‹ R + Q end if 

7: if (ki = 1) and (li = 1) then R ‹ R + Z end if 

8: end for 

9: return R 

3.2 Efficient combined security system 

A wireless sensor network can be divided into several clusters. 
Each cluster has a number of sensors nodes and one of the 
nodes is elected as the coordinator (head). The energy analysis 
of the Kerberos protocol is based on the assumption that entity 
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A can directly send/receive messages to/from the third party 
T. This is reasonable for small sensor networks, but not for 
large networks where the sensor nodes may be located apart 
from the base station. The communication energy cost of 
Kerberos depends on the transmit power level and on the 
number of intermediary nodes between A and T. Multi-hop 
communication between A and T increases overall 

 

Fig. 9: Hierarchical architecture for the combined system 

energy consumption since any intermediary node has to 
forward the message to its neighbor located on the route to the 
final destination. The Lightweight Kerberos intermediary node 
lies between them. On the other hand, ECMQV requires less 
energy protocol is more energy efficient than ECMQV when 
A can directly communicate with T or when at most one than 
Kerberos if there is more than one hop between A and T, 
which is always the case in large sensor networks. So, there is 
a need for system that compromise between the two protocols. 
That system is supposed to take the advantages of the two 
protocols and limits their shortening. The suggested system in 
this paper combines the using of the protocols in the same 
network in the following way: the network is divided into 
three layers. The first layer is 1-hop layer, means the nodes in 
this layer can communicate directly with the base station, it 
contains the base station (the sink) and clusters heads. The 
second layer is 2-hop layer and the third one is 3-hop layer, 
these two layers contain the ordinary sensors that belong to 
clusters. Lightweight Kerberos protocol with short messages is 
applied on the small network and ECMQV protocol on the 
large one. When sensors in layer 2 want to communicate with 
layer 1 they will use the Lightweight Kerberos protocol with 
short messages.The architecture of the combined system will 
be as in Fig. 2. The benefits of combining the two protocols in 
this system are as the following: 

 Benefits of using Lightweight Kerberos protocol with 
short messages on layer 1 and for communication 
between layer 1 and layer 2. 
 

The Lightweight Kerberos protocol is more energy efficient 
when the node is within direct communication to T (in most 
cases the base station) which is the case in layer 1 or when at 
most one intermediary node lies between them which is the 
case in layer 2. 

 Kerberos does not need extensive computation so, it 
save the energy on the heads which is critical to these 
nodes because they are responsible for the general 
mission, collecting the sensed data of other nodes and 
routing to the sink. 

 The number of heads and their neighbors is relatively 
small, so the total number of Kerberos 
communication messages will be relatively small. So, 
conserving the total energy of the network. For that, 
Kerberos is preferable in the small networks. 

 

Benefits of using ECMQV protocol among sensor nodes in 
layers 2 and 3: 
 ECMQV requires less energy than Kerberos if the 

communication between the node and T passes through 
more than one hop, which is the case in layer 3. 

 The sensor nodes do not do additional tasks as heads, 
so they have some energy to do the computation of 
ECMQV protocol. 

 The number of nodes in the two layers is relatively 
large and ECMQV is reasonable for large networks. 
 

The number of communication messages needed for this 
protocol is small so improve the power consumption of the 
network. 

Using two strong protocols as Lightweight Kerberos and 
ECMQV will improve the network security. 

 Using the two protocols increase the speed of the 
network. This speed is drawn from: 

 Using Kerberos in layer 1 and for communication 
between layer 1 and layer 2 reduce the number of 
calculation related to using ECMQV instead. 

 Using ECMQV among sensor nodes in layers 2 and 3 
reduce the number of communication related to using 
Kerberos on this large number of sensor nodes. 

All these benefits will be gained by using the combined 
system and the results in experimental results section support 
that. Unfortunately, switching between the two protocols in 
layer 2, using Kerberos for communication with layer 1 and 
ECMQV for communication among nodes in layer 2 and for 
communication between layer 2 and layer 3, cause some load 
in this layer. But comparing to the saving in the power and 
enhancing the security it can be used. 

4. CONCLUSION 

The main purpose of this paper is to provide secure data 
communication among sensor nodes. The proposed model 
uses Kerberos authentication services in clustered sensor 
network. This will help to detect unauthorized objects in 
cluster itself rather than detecting it in complete network. On 
implementing Kerberos technique in every cluster will save 
the time as well as will improve the lifetime of the sensor 
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nodes in wireless sensor network. Future work will include the 
implementation of this proposed technique in every possible 
scenario. 

This paper presented combined security system combines 
Lightweight Kerberos and ECMQV Protocols. The combining 
system takes the benefits of the two protocols. One of system 
benefits is enhancing the energy consumption. Saving energy 
means decreasing number of communications and 
computations, and this improve the speed of the network.  
Another benefit is, using two strong protocols as Lightweight 
Kerberos and ECMQV improves the network security. The 
experimental results of the system compared with energy cost 
of Lightweight Kerberos and ECMQV Protocols showed that, 
the overall energy cost of using the combined system is less 
that using of Lightweight Kerberos or ECMQV alone. These 
results are based on the energy characteristics of the WINS 
sensor node. 
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